
Technology Tips for Solo & Small Firm Practice

• 30+ Quick Hits - Practical ideas you can use, starting today!

• Cybersecurity discussion – Tools and best practices

• Dave Pantzer, Shawn Levin, Lee Sampson



30+ Quick Hits - Practical 

ideas you can use, starting 

today!



App/Office: Voice 

to text (free)

The goal: Turn spoken 

language into written 

language

– wherever you are.

Various possibilities:

• Otter.ai

Dave



App/Office: Voice to text (free)

• Dictate to Word

• Word transcriptions  (word.office.com)

Dave



Windows: Snip & 

Sketch 

A Picture is worth 1,000 words

Windows:

1. Ctrl + Shift + Print Screen

2. Snipping tool

3. Snip & Sketch

Mac:

Command + Shift + 4

Dave



Office: Excel shortcuts

https://support.microsoft.com/en-us/office/keyboard-shortcuts-in-

office-e765366f-24fc-4054-870d-39b214f223fd

Dave

https://support.microsoft.com/en-us/office/keyboard-shortcuts-in-office-e765366f-24fc-4054-870d-39b214f223fd
https://support.microsoft.com/en-us/office/keyboard-shortcuts-in-office-e765366f-24fc-4054-870d-39b214f223fd


Web: TinyURL.com

https://support.microsoft.com/en-us/office/keyboard-

shortcuts-in-excel-1798d9d5-842a-42b8-9c99-9b7213f0040f

https://tinyurl.com/msba-excel

or

https://bit.ly/2YZXTF8

Dave

https://support.microsoft.com/en-us/office/keyboard-shortcuts-in-excel-1798d9d5-842a-42b8-9c99-9b7213f0040f
https://support.microsoft.com/en-us/office/keyboard-shortcuts-in-excel-1798d9d5-842a-42b8-9c99-9b7213f0040f
https://tinyurl.com/msba-excel
https://bit.ly/2YZXTF8


Android: Microsoft 

SwiftKey keyboard

• Install from Play store; enable, 

select, ?sign in (no)

• “Microsoft SwiftKey gives you more 

accurate autocorrect and predictions 

by learning your writing style - 

including the words, phrases and 

emoji that matter to you.”

• Configurable layouts and modes

• Resize!

• Hold spacebar to gesture the cursor.

Dave



Web: Unsplash.com

Dave



Web: Site: search and other tips

https://www.lifehack.org/articles/technology/20
-tips-use-google-search-efficiently.html

https://tinyurl.com/msba-google

Dave



Adobe: Zoom settings

Dave



Adobe: Zoom settings

Edit >
Preferences >
Page Display >
Zoom

Dave



Web: web.archive.org

Dave



Web: web.archive.org

Dave



Web: web.archive.org

Dave



Web: web.archive.org

Dave



Web: web.archive.org

Dave



Web: web.archive.org

Dave



Security tool: Encrypto

• Macpaw.com/encrypto

https://apps.apple.com/us/app/encrypto-secure-
your-files/id935235287?mt=12

https://tinyurl.com/msba-encrypto

Dave



Windows: Tab switching, shortcuts

• CTRL + 1

• OneTab Chrome 

Extension 

Dave



Microsoft 365: MS PowerAutomate

Dave



Dave

More Possibilities



Dave

Dave

Google Voice Bulk Texter

• Extract https://github.com/brism
uth/google-voice-bulk-
texter/archive/master.zip

• Chrome://extensions

• Click load unpacked; Select 
the “src” folder within 
the extracted ZIP; 
click select folder.

• Log in to Google Voice, then use 
the puzzle piece icon to run 
bulk texter.

• Full 
details and instructions: https:
//github.com/brismuth/google-
voice-bulk-texter

https://github.com/brismuth/google-voice-bulk-texter/archive/master.zip
https://github.com/brismuth/google-voice-bulk-texter/archive/master.zip
https://github.com/brismuth/google-voice-bulk-texter/archive/master.zip
https://github.com/brismuth/google-voice-bulk-texter
https://github.com/brismuth/google-voice-bulk-texter
https://github.com/brismuth/google-voice-bulk-texter


Mobile: Text message to PDF

iPhone: 
https://deciphertools.com
/decipher-
textmessage.html

Dave

https://www.youtube.com
/watch?v=VI0QH8dF4EM

https://tinyurl.com/msba-android https://pdf.wondershare.com
/mobile-app/how-to-save-
text-message-to-pdf-on-
iphone.html

https://tinyurl.com/
msba-iphone-1

https://tinyurl.com/
msba-iphone-2

https://deciphertools.com/decipher-textmessage.html
https://deciphertools.com/decipher-textmessage.html
https://deciphertools.com/decipher-textmessage.html


Sync your files without any third party 

involvement

• https://syncthing.net/

Dave

https://syncthing.net/


Planner

Tasks.office.com

Dave



Libre Office

Free, open source 

office suite

Dave



Project your phone with AirDroid

• Turn on your Hotspot

• Connect the PC to your Hotspot

• Run AirDroid

• Select AirDroid Web

• Browse to http://192.168.43.1:8888

• Use the “Mirroring” tool 

Dave

http://192.168.43.1:8888/


Your Phone app

• Link your Android phone and PC

• View and send text messages from your 

PC

• Receive your phone’s notifications on 

your PC

• Make and receive calls from your PC

Lee



Outlook Message Send Delay w/exception

How many times have you said I should have _______________ that message right after clicking send?

Shawn



Outlook: Don't leave 

unread, Flag into your 

ToDos

• Desktop:

+ Pressing "insert" will flag or complete a 

message.  All flagged messages will appear on 

your ToDo List.

+ If you want more options, right-click on a 

message and click "Follow Up"

• Phones:

+ Mobile Outlook Swipe Right on a message

Shawn



"WIN-TAB" Task 

View (Windows 

Timeline)

Let's you see what you did and 

when.  Useful when trying to 

find previous days sites or 

documents.

Shawn



"New Desktop" from "Task View"
• Want to contain projects or workflows into separate areas without having tab and application chaos?

• May not survive reboot.

Press 
"WIN-TAB"

OR

Click on 
Name to 
Rename

Shawn



Public Calendar – Calendly.com

• If you don't have Microsoft Suite – Calendly.com let's people book time with 

you.  Remember to keep your calendar updated and your "office hours"

Shawn



Improve your 

Connectivity...go 

Wired

• Not everything has to be 

wireless – get a wire 

when you can for more 

stable and consistently 

faster, more secure 

connections.

Shawn



Signature Tool – Information Gathering

• If you are using DropBox look at HelloSign

• If you are using ShareFile look at RightSignature

• If you want something else - Jotform

• All let you create templates you can reuse and share. Jotform has most power for 

sharing.

Shawn



Secure Compliant 

File Sharing

• DropBox, ShareFile, and 

OneDrive/SharePoint

Shawn



Typing Training –

keybr.com
Turns learning to type into a game.

Click to add text

Shawn



Shortcut to SharePoint in OneDrive

• In SharePoint click the "…" then "Add shortcut to OneDrive"

• You can rename Shortcuts in Windows Explorer once they appear.

• Faster use of new folders.  More efficient than Sync.

• If libraries are locked down, must enable the sync...as of 10/21.

In SharePoint In Windows Explorer 
& OneDrive

Shawn



Bookmarks – Raindrop.io

• Cross-browser, cross-platform bookmark manager

Lee



Monitor Webpages – Distill.io

+ Monitor web pages for changes

+ Free and paid plans

Lee



Password Manager - Bitwarden

• Secure password management

• Use a unique, high quality password 

for each site

• Access your credentials across devices

• Audited by 3rd parties

• Free and paid plans

• Bitwarden.com

Lee



Alternative Search Engines

• Search the web without tracking

• Unfiltered search results

• Fewer ads

Startpage.com

Brave Search

DuckDuckGo

Lee



PrivacyTools.io

• Find privacy respecting tools and products

• Short list of non-big tech alternatives

+ VPN providers, cloud storage, browser addons, MFA authenticators

Lee



Browser Addon – uBlock Origin

• Block content from loading in your 

browser

+ Ads, trackers, malware, analytics

+ Speeds page load times

+ Consider whitelisting your favorite ad 

supported sites

Lee



Data Breach Alerts

• Haveibeenpwned.com

• Find out if your account credentials or data has been exposed

• Get alerts 

Lee



Microsoft Account password removal

• Remove your password from your consumer Microsoft account

• Replace the password with an MFA app (like Authy or MS Authenticator)

• Avoid common attacks like phishing, password spray, and credential stuffing

• https://techcommunity.microsoft.com/t5/azure-active-directory-

identity/introducing-password-removal-for-microsoft-accounts/ba-p/2747280

Lee



It’s Friday… time to unwind…

https://tinyurl.com/msba-mario
Dave



Cybersecurity 

Discussion – Tools 

and Best Practices 



The Scenario…



The Bottom Line…

Use Multi-factor Authentication

Protect your data, in storage and in transit 

Create Backups



Strategy can be as simple as

Use Multi-Factor 

Authentication on 

all services

Encrypt data 

on device

Encrypt data when 

sharing or moving
Backup data



Multi-Factor Authentication

Protect 
against creden

tial theft

Protection 
from phishing

Block 99.9% of 
account hacks

Becoming 
industry 
standard



Multi-Factor Authenticator – Not SMS

• Forms of authentication:

+ Something you know – password

+ Something you are – biometric

+ Something you have – security token

• Use and MFA app like Authy or MS 

Authenticator instead of SMS based 

authentication

• Use on multiple devices and back up 

authentication links

• Also known as 2-Factor, 2FA, 2-Step 

Verification



Protect data on device
Practical tips:

• Create a separate administrator account on your computer

• Set yourself up as a user and don't use the administrator account

• Minimizes installation of accidental or unneeded software

• Lock device when stepping away

• Encrypt data on external hard drives and flash drives with BitLocker



Protect data on device -

Bitlocker
Bitlocker is built into Windows – whole disk encryption

Turn on Bitlocker

1. Start > Manage Bitlocker > Open

2. Turn on Bitlocker

3. Save to a file (on USB)

4. Save key to flash drive and save it securely to a known location

5. Next

6. Activate Bitlocker

Dave



Protect data in transit
This includes data being sent over the internet.

• Consider using encrypted emails containing protected information

• Always use secure networks and websites when transmitting protected 

information.

• Look for the lock icon by the website URL



Protect data in transit

Secure Connections
WiFi security, even at home

VPN whenever possible

Use known safe networks when possible

Isolate your work devices from household devices (use 2 routers if 

possible)



Backup, Backup, Backup
3-2-1 backup

3 copies of data

2 locations for data (office and home/cloud)

More than 1 different type of media

Ensure file/folder versioning is enabled anywhere files are saved

Check backups once a quarter

Setup failure notifications (at least emails)

Practice disaster recovery!



Updates and disposal
Set auto-updates and check occasionally

When getting rid of equipment properly dispose by format/overwrite (or 

use a hammer).

Backup before destroying



Thank you!

Shawn Levin – Shawn@avidpractice.com

Dave Pantzer – DavePantzer@gmail.com 

Leland Sampson – Leland.Sampson@mdcourts.gov

mailto:shawn@avidpractice.com
mailto:DavePantzer@gmail.com
mailto:Leland.sampson@mdcourts.gov
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