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Finance worker pays out $25 million after video
call with deepfake ‘chief financial officer’

0

Pikesville High School photographed on March 4, 2024. (Kaitlin Newman / The Baltimore Banner)

Baltimore County State’s Attorney Scott Shellenberger had difficulty finding a similar

casewhen his office looked at charging a man on allegations that he used artificial
intelligence to impersonate Pikesville High School Principal Eric Eiswert and led the public to

believe that he made racist and antisemitic remarks.



Deepfakefs What can we do?
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Sources: GAO analysis (data); Tetiana/sanchesnet1/stock.adobe.com (images). | GAO-24-107292



(1) a party offe.rs an exhibit of a cell phone video disclosed during discoVe_ry' that supports ,fhe prdﬁ..i
posit'io_n of an agréement'reéched'by the two p_arties,
(2) the pfopoh_ent will testify affirmati_Ver concerning the authenticity-and aécuracy"o'f-t'he' v.id'ed,.;éhg"'_ >

- (3) the oppc')'s;i'ng‘_ﬁéjfty will testify that he never said the words 'portray_ed in the video.




‘Deepfakes LaMonaga's Rule
B.efore a cOurt admits photographicevidence
under th|s ruIe a party may request a hearlng

g requmng the proponent to corroborate the sourceﬁ'-"
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- '-Deepf_a'keé '- .' , DeIfino’e' 'Ruleto .

If, after a hearlng to determlne the authent|C|ty
the eV|dence the court fmds that the |tem |s mf o
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‘Dteepfak'efs : '.Grimm fan_d'Gros-s_ nan

The initial burden should be on the party chaIIenglng the
authent|C|ty of computer generated ol§ eIectronlc eV|dence as AI-

generated fakery to make a showmg to the court that |t is more hk bt

than not e|ther fabrlcated or aItered in whoIe or part
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Deepfakes Resources 7

o Al-generated or Real?

* GAO: Com_bating De'epfakes

e An Introduction to Digital Face Manibu ation

- ° | -Plkeswlle I- |,czh athletlc dlrector used Al to fake ra'cisft'r‘e.(:'é)rdihg;.;?-':

‘fense < An Evidentiary C"onuno,‘l.rum


https://detectfakes.kellogg.northwestern.edu/
https://www.gao.gov/products/gao-24-107292
https://link.springer.com/chapter/10.1007/978-3-030-87664-7_1
https://www.baltimoresun.com/2024/04/25/racist-recording-pikesville-athletic-director/
https://www.baltimoresun.com/2024/04/25/racist-recording-pikesville-athletic-director/
https://www.americanbar.org/groups/judicial/publications/judges_journal/2024/spring/deepfake-defense-evidentiary-conundrum/

Why you need a good prompt

* Guidesthe Mode[’s‘chu:-s. -

. m.provés Output Quahty

+ Reduces Ambiguity

https://mitenmit.github.io/gpt/


https://mitenmit.github.io/gpt/

<claude_info> The assistant is Claude, created by Anthropic. The current date is {}
Claude’s knowledge base was last updated on April 2024. It answers questions about
events prior to and after April 2024 the way a highly informed individual in April 2024
would if they were talking to someone from the above date, and can let the human know
this when relevant. If asked about purported events or news stories that may have
happened after its cutoff date, Claude never claims they are unverified or rumors. It just
informs the human about its cutoff date. Claude cannot open URLs, links, or videos. If it
ms like the user is expecting Claude to do so, it clarifies the situation and asks the
human to paste the relevant text or image content directly into the conversation. If it is
ked to assist with tasks involving the expression of views held b ignificant number
of people, Claude provides assistance with the task regardless of its own views. If asked
about controversial topics, it tries to provide careful thoughts and clear information. It

presents the requested information without explicitly saying that the topic is sensitive

and without claiming to be presenting objective facts. When presented with a math

problem, logic problem, or oth roblem benefiting from systematic thinking, Claude
thinks through it step by step before giving its final answer. If Claude cannot or will not
perform a task, it tells the user this without apologizing to them. It avoids starting its
responses with “I'm sorry” or “I apologize”. If Claude is asked about a very obscure
person, object, or topic, i.e. if it is asked for the kind of information that is unlikely to be
found more than once or twice on the internet, Claude ends its response by reminding the
user that although it tries to be accurate, it may hallucinate in response to questions like
this. It uses the term ‘hallucinate’ to describe this since the user will understand what it
means. If Claude mentions or cites particular articles s, or books, it always lets the
human know that it doesn’t have access to search or a database and may hallucinate
citations, so the human should double check its citations. Claude is very smart and
intellectually curious. It enjoys hearing what humans think on an issue and engaging in
discussion on a wide var cs. If the user seems unhappy with Claude or Claude’s
behavior, Claude tells them that although it cannot retain or learn from the current
conversation, they can press the ‘thumbs down’ button below Claude’s response and
provide feedback to Anthropic. If the user asks for a very long task that cannot be
completed in a single response, Claude offers to do the task piecemeal and get feedback
from the user as it completes each part of the task. Claude uses markdown for code.
Immediately after closing coding markdown, Claude asks the user if th ould like it to

m the code. It do 8 ain or ak dow e code ess the

‘claude_info>

System Prompts
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How to write a good prompt

Yol l|ke a [Spemfy ] role]

I need a [What do you need"]

you W|ll [Enter a task] | :

in the process you should [Enter detalls]

please [Enter exclusmn i

input the final result in a [Select a format] 5

,' here is an example: [Enter an example]



How to write a good prompt

Act like a [proficient lawyer],
I"need' a [draft of an email to John Smith],

you will [generate],

' them to bring aII the reIevant documents they have]
please [do not tell him | am agreelng to represent h|m yet], - i, " 3
input the final result in a [plain text format] |

here is an’example: [Enter an example]




https://www.gettyimages.com/detail/news-photo/ra}Mwan-sta rring-dustin-
hoffman-and-tom-cruise-a-1988-news-photo/5060066497adppopup=true

g TION ARRY LEVINSON m.u .
TOM CRUISE + RMN MAN © VALERIA GOLINO.
MER - PRODUCTION DESIGNER IDA RANDOM =~
N 10 GERALD. R MOLEN
STORY BY BARRY MORROW
B d RODUCED 8 MARK JOHNSON
DIRECTED BY umm LEVINSON —  DOEEsvissr
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Define the goal




“==  Background

Research Topics

HOME HOWDOI...? LEGAL SERVICES DIRECTORY  LEGAL CLINIC CALENDAR  RESEARCH TOPICS = ABOUT

Search HOW DO I...?

MARYLAND COURT HELP CENTER
HOW DO I...2 LEGAL SERVICES DIRECTORY CONSUMER

Enter your county and the type of service you need. Or Free legal help with your civil matter.

- Evaluate My Situation 301 = :
CLICK HERE to see all providers in the directory. 8:30 am - 8:00 pm, Mon - Fri

- Alternatives to Court

CRIMINAL

- Get Help Keyword County Category

- Legal Research _ -Any - . - Call or Chat In-Person
- Start/Respond to a Case L 9 DOMESTIC VlOLENCE

- Discovery and Evidence FIND A SERVICE PROVIDER

- Prepare for Court > N_
- Judgments 410-260-1392 E D U CATI ON

- Appeals

RESEARCH TOPICS EMPLOYMENT

HOWDO...? LEGAL CLINIC CALENDAR
Evaluate My Situation, Alternatives to Court, Get Help, Legal Research, Start/Respond to a Case, More... FAM I |_Y LA“N
Find a free upcoming clinic near you

CONSUMER

Automobiles, Bankruptcy, Contracts, Credit: Debts & Loans, Identity Theft, More... EECCMIRS EYENTS GOVE RN M E NT BEN E F ITS & SERVICE S

CRIMINAL

Expungement, Victim's Rights, More.. LAN D LO RD = TE NA NT

DOMESTIC VIOLENCE ASK A MARYLAND
Protective Orders and Peace Orders, Legal Options, Non-Legal Support, Safety Issues, More... LAW LIBRARIAN

Submit a legal information question to the Thurgood
EDUCATION Marshall State Law Library

Discipline, Enrollment & Registration, More... P OT H ER LE GA |_ I SS U ES

EMPLOYMENT

Discrimination, Unemployment Benefits, Youth Employment, More..

LIFE AND HEALTH PLANNING

REAL ESTATE AND OTHER HOUSING

WILLS - ESTATES - PROBATE

YOUTH LAW



- Background

Tenant’s Right to Stay on Property by Paying Amounts Owed

In any summary ejectment (eviction) for failure to pay rent where the landlord is awarded a judgmen

leased premises, the tenant has the right to remain in the leased premises by giving cash, a certified
his agent to cover all past due rent and late fees, plus court-awarded costs and fees at any time befc

order. This is called the “right of redemption.”

However, the tenant's right of redemption (i.e. right to stop the eviction) is not available if 3 (4 in Balt
possession for rent due and unpaid were entered against the tenant in the 12 months prior to the be

A landlord may not refuse payment from a rental assistance program managed or funded by a coun

Read the Lawi Md. Code, Real Property § 8-401(g) ‘
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T. Flip through the 90 day report until something

Go find th > PLL article that’s
See if the are statutory cita
See if anythmg else needs to cha
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LLM as Ass’iétahf _ Background

How can |
use an LLM
to speed up
this work?




2 MARYLAND
ﬂ m iy o e W d

iiv GENERAL ASSEMBLY

Title

Statutes

Article - Public Utilities ( 1-101, 13-101, 13-201, 7-310,
7-907, 7-507.1, 7-510, 7-602,

7-603, 7-603.1, 7-604, 7-605, -
705, 7-707)



LLWSSlstant
. 7 "
 Goal: Write n 3‘6omputer program to automate
citation ch
* Scrape PLL
e Scrape MGA

 Compares



| need to write a program that analyzes data on a website. | need the
program to look at a page like this:
https://mgaleg.maryland.gov/mgawebsite/Legislation/Details/HB000
and check the status. If the status is "approved by the governor” the
program needs to extract the data under "statutes” and output the

data into a csv. do you know how i can do that?

G Yes, | can help you with that! You can achieve this by usingIPython Ivith libraries such asl‘ requests’ |
for fetching the webpagel “BeautifulSoup® |‘or parsing the HTML, and for writing to a CSV file.




Qlely @ Copy code

requests
bs4 BeautifulSoup

csv

# Define the URL of the webpage

url =

# Send a GET request to the webpage
response = requests.get(url)
response.status_code ==
# Parse the HTML content of the page

soup = BeautifulSoup(response.content, )



Explanation

. Requests: The ~requests™ library is used to fetch the content of the webpage.

. BeautifulSoup: The *BeautifulSoup™ library parses the HTML content.
. Status Check: The script checks if the status of the legislation is "Approved by the Governor”.
. Extract Statutes: If the status is approved, it extracts the data under the "statutes” section.

. Write to CSV: The extracted data is written to a CSV file named " statutes_data.csv’.




LLM as Assistant - Refine

Bill Number [.1/Bill Name [-|URL '~ Article x|Sections - | Effective Date v
HB0253 Cannabis https:// Article - Alcoholic ( 1-101, 1-202, 1-303, Upon Enactment
Reform - mgaleg. Beverages and 1-308, 1-309.1, 1-
Alterations maryla Cannabis 309.2, 1-322, 36-101,
nd.gov/ 36-1102, 36-202, 36-
mgawe 206, 36-302, 36-401,
bsite/Le 36-402, 36-404, 36-
gislatio 407, 36-409, 36-501,
n/Detail 36-505, 36-903 )
s/HBO02
53




y test the results!
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e Can immed\
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