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Deepfakes   So easy!



Deepfakes   Harms



Deepfakes   What can we do?

Education



Deepfakes   in the courtroom
(1) a party offers an exhibit of a cell phone video disclosed during discovery that supports the proponent’s position of an agreement reached by the 

two parties, 

(2) the proponent will testify affirmatively concerning the authenticity and accuracy of the video, and 

(3) the opposing party will testify that he never said the words portrayed in the video.
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Deepfakes   in the courtroom
(1) a party offers an exhibit of a cell phone video disclosed during discovery that supports the proponent’s position of an agreement reached by the 

two parties, 

(2) the proponent will testify affirmatively concerning the authenticity and accuracy of the video, and 

(3) the opposing party will testify that he never said the words portrayed in the video.

Deepfakes   LaMonaga’s Rule

Before a court admits photographic evidence 

under this rule, a party may request a hearing 

requiring the proponent to corroborate the source 

of information by additional sources.



Deepfakes   in the courtroom
(1) a party offers an exhibit of a cell phone video disclosed during discovery that supports the proponent’s position of an agreement reached by the 

two parties, 

(2) the proponent will testify affirmatively concerning the authenticity and accuracy of the video, and 

(3) the opposing party will testify that he never said the words portrayed in the video.

Deepfakes     Delfino’s  Rule

If, after a hearing to determine the authenticity of 

the evidence, the court finds that the item is more 

likely than not authentic, the court should admit 

the evidence. 



Deepfakes   in the courtroom
(1) a party offers an exhibit of a cell phone video disclosed during discovery that supports the proponent’s position of an agreement reached by the 

two parties, 

(2) the proponent will testify affirmatively concerning the authenticity and accuracy of the video, and 

(3) the opposing party will testify that he never said the words portrayed in the video.

Deepfakes    Grimm and Grossman 

The initial burden should be on the party challenging the 

authenticity of computer-generated or electronic evidence as AI-

generated fakery to make a showing to the court that it is more likely 

than not either fabricated or altered in whole or part. 



Deepfakes   in the courtroom
(1) a party offers an exhibit of a cell phone video disclosed during discovery that supports the proponent’s position of an agreement reached by the 

two parties, 

(2) the proponent will testify affirmatively concerning the authenticity and accuracy of the video, and 

(3) the opposing party will testify that he never said the words portrayed in the video.

Deepfakes    Resources

• AI-generated or Real?

• GAO: Combating Deepfakes

• An Introduction to Digital Face Manipulation

• Pikesville High athletic director used AI to fake racist recording 

of principal, police say

• The “Deepfake Defense”: An Evidentiary Conundrum

https://detectfakes.kellogg.northwestern.edu/
https://www.gao.gov/products/gao-24-107292
https://link.springer.com/chapter/10.1007/978-3-030-87664-7_1
https://www.baltimoresun.com/2024/04/25/racist-recording-pikesville-athletic-director/
https://www.baltimoresun.com/2024/04/25/racist-recording-pikesville-athletic-director/
https://www.americanbar.org/groups/judicial/publications/judges_journal/2024/spring/deepfake-defense-evidentiary-conundrum/


Why you need a good prompt

• Guides the Model’s Focus

• Improves Output Quality

• Reduces Ambiguity

https://mitenmit.github.io/gpt/

https://mitenmit.github.io/gpt/


System Prompts



How to write a good prompt
• Act like a [Specify a role],

• I need a [What do you need?],

• you will [Enter a task],

• in the process, you should [Enter details],

• please [Enter exclusion],

• input the final result in a [Select a format]

• here is an example: [Enter an example]



How to write a good prompt
Act like a [proficient lawyer],
I need a [draft of an email to John Smith],
you will [generate],
in the process, you should [use formal business language and vocabulary and thank John for 
contacting you and tell him I am interested in meeting with him for a consultation and ask 
them to bring all the relevant documents they have],
please [do not tell him I am agreeing to represent him yet],
input the final result in a [plain text format]
here is an example: [Enter an example]



LLM as Assistant

https://www.gettyimages.com/detail/news-photo/rain-man-starring-dustin-
hoffman-and-tom-cruise-a-1988-news-photo/506006649?adppopup=true



LLM as Assistant

Define the goal Assess your 
starting point

Build solution Refine



Background



Background



The manual review process

1. Flip through the 90 day report until something 
looks relevant

2. Go read the bill (or the summary)
3. Go find the PLL article that’s related
4. See if there are statutory citations
5. See if anything else needs to change



LLM as Assistant – Background

DALL-E

How can I 
use an LLM 
to speed up 
this work?



Assessing



LLM as Assistant

• Goal: Write a simple computer program to automate 
citation checking
• Scrape PLL citations and put into spreadsheet
• Scrape MGA citations and put into spreadsheet
• Compare spreadsheets for overlap 



Build



Build



Build



LLM as Assistant - Refine



LLM as Assistant

• Is an LLM reliable for coding?
• Yes! 
• Can immediately test the results! 
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